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1 Popis a ciel projektu

Cielom bolo pre existujucu SQL databéazu obsahujticu vysledky dlhodobych periodickych
merani ¢asu odozvy vybranych IP adries v sieti zanalyzovat kvalitu dat. Do databézy boli
pravidelne zadavané vysledky behu ’ping’ a ’traceroute’ pre rozne IP adresy. Hlavnym
cielom tohoto ro¢nikového projektu bolo urcit a vybrat z databazy mnozinu spolahlivych
IP adries, z ktorych bude neskér mozné ur¢it potrebné celkové Statistiky casov odozvy,

trendy ich zmeny, atd.

2 Pripojenie sa k databazovému serveru

Na databazovom serveri bezi databaza PostgreSQL (verzia 8.1.9). Server nie je priamo
dostupny, port na ktorom je dostupna databéza bol pre tucely tohoto projektu preto
presmerovany na server ‘davinci.fmph.uniba.sk’, pomocou ktorého sa bolo mozné pripojit
k vzdialenému databazovému serveru. Pristup z lokdlneho stroja bol realizovany tak,
Ze zvoleny port na lokdlnom stroji bol presmerovany na ’davinci.fmph.uniba.sk’ (na
port, z ktorého bol pristupny databazovy server). Na samotné pripojenie k databaze bol
pouzity klient 'psql” volne dostupny na vSetkych Standardnych UNIX-ovych systémoch.
Pre prihlasenie sa bolo potrebné zadat prihlasovacie udaje pouzivatela vytvoreného pre
ucely tohoto projektu. Takto bolo mozné poskytnit read-only pristup iba k vybranym,
potrebnym tabulkam.

3 Logicka struktara dat

Data boli organizované v 3 hlavnych tabulkéach:

e hosts: Tabulka obsahuje subor vSetkych registrovanych IP adries a k nim dopliu-
juce udaje, ktoré boli pouzité pri jednotlivych meraniach 'ping’ a traceroute’. Tato
mnozina [P adries tvori teda univerzum vsetkych uvazovanych IP adries.

e ping: Tabulka obsahuje vysledky jednotlivych merani 'ping’ pre cielové IP adresy z
tabulky ’hosts’. Pre kazdu IP adresu boli pravidelne 1-krat za den do tejto tabulky
doplnené zistené vysledky merani ’ping’. Vyznamny bude najmé stipec 'ping_ ploss’,

ktory zodpoveda poctu stratenych packetov pocas merania v percentach (alebo



chybovému kodu v pripade zaporného ¢isla). Tento stipec bude neskér pouzity pri
ur¢ovani mnoziny spolahlivych IP adries.
e topology: Tabulka obsahuje vysledky jednotlivych merani 'traceroute’ pre cielové
IP adresy z tabulky ’hosts’. Do tejto tabulky boli, opét pre kazdua IP adresu z ta-
bulky 'hosts’, pravidelne 1-krat za tyzden doplnené zistené vysledky merani ’trace-
route’. Vyznamny bude najma stlpec t_status’, ktory obsahuje exit status merania
traceroute. Opét, ako pri 'ping’ bude pouzity pri ur¢ovani mnoziny spolahlivych IP
adries.
Podrobnejsie su v8etky analyzované tabulky popisané v prislusnych textovych dokumen-

toch v repozitari projektu.

4 Analyza dat

4.1 Analyza IP adries

Vsetky zdrojové kody dotazov prislichajicich k nasledovnej casti sa nachddzaji v repozitdri
projektu.

Hlavnym ciefom tohoto projektu bolo najmé pripravit podklady pre dalsiu analyzu déat.
Nagim hlavnym zamerom bolo teda vybrat vysSie spominani mnozinu ’spolahlivych’ IP
adries. Z tabulky ’hosts’ sa nam podarilo urcit takato mnoZinu na zaklade nasledujicich

kritérii:

1) Neplatné IP adresy: Niektoré IPv4 adresy su principidlne neplatné, pretoZe st
vyhradené pre Specifické ucely (napr. sukromné podsiete). Takéto adresy zjavne nema
zmysel uvazovat, kedZe by sa vo verejnom internete nemali vyskytovat a pravdepodobne
doslo pri danom merani ku chybe. Takéto IP adresy boli teda z mnoziny vsetkych ad-
ries odstranené a v dalSej analyze nebuda uvazované. Ako zdroj takychto vyhradenych
[P adries, bola pouzitéa oficidlna stranka organizacie IANA (Internet Assigned Numbers
Authority), ktora okrem iného dohliada na globalnu alokaciu IP adries. Podrobny zoznam
vSetkych alokovanych a vyhradenych rozsahov IP adries je dostupny na:

https://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml

2) Vysledky merani ’ping’ a ’traceroute’: Dalsim kritériom bolo, aby k danej adrese
existoval aspon jeden platny zdznam v tabulke 'ping’ alebo 'topology’. Za platny zéznam
pre IP adresu v tabulke 'ping’ povazujeme taky, pocas ktorého merania sa aspon 1 packet
podarilo tspesne dorucit (teda vo vysSie spominanom stipci 'ping ploss’ je hodnota
nezaporna a ostro mensia ako 100%). Za platny zéznam pre IP adresu v tabul'ke *topology’

zase povazujeme taky, ktorého hodnota exit statusu je rozna od 'E’ (error).

IP adresy, ktoré spliiaji vyssie spomenuté 2 kritéria boli teda oznacené za relevantné a

tato mnozina teda tvori potencialny subor IP adries pre dalsiu analyzu.


https://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml

4.2 Analyza ¢asov zidznamov

Ealej sme sa pri analyze dat pozreli na casy, v ktorych pribudali zaznamy. Kazda z
tabuliek 'hosts’, 'ping’ a 'topology’ mala okrem déat pre kazdy zaznam aj cas, kedy bol
tento zéaznam pribudol do databézy. Cielom tejto analyzy bolo zistit dni, kedy nepribudol
ziaden zéznam. Princip dotazu je nasledovny: Najskor vygenerujeme vSetky diskrétne casy
(napr. dni), medzi minimalnym a maximalnym uvazovanym Casom a nasledne z tejto
mnoziny odfiltrujeme tie, ku ktorym prislicha niektory zaznam z jednotlivych tabuliek
(kazdu analyzujeme zvlast). Takto nam zostant diskrétne ¢asy, v ktorych nepribudol

ziaden zaznam.

5 Technické problémy a rieSenia

Pocas formulacie dotazov sme narazili na niektoré problémy a komplikacie, ktoré bolo

treba nejakym sposobom vyrieSit, pripadne obist. V tejto ¢asti uvedieme ich zhrnutie.

5.1 Pomaly vykon databazového stroja

Pomerne komplikujicou okolnostou bol vykon stroja, na ktorom bezala databéaza. Ana-
lyzované tabulky boli obrovské (najmé ’ping’ - rddovo 100 miliénov riadkov), preto zlo-
zitejsie dotazy najmé tie, ktoré poéitali logicky rozdiel mnozin (napr. 'NOT EXISTS’),
na stroji nezbehli v inosnom ¢ase. Jedinym riesenim pre takyto problém bolo zredukovat
skiimant mnozinu dat na rddovo mensiu (napr. vytvorenim doc¢asnej tabulky pomocou
'CREATE TEMPORARY TABLE’) a klast dotazy nad tymito mensimi tabulkami.

5.2 Starsia verzia PostgreSQL beZiaca na serveri

Na databazovom serveri bezi starSia verzia PostgreSQL 8.1.9, ktora sposobila mensie

komplikécie.

5.2.1 Nepodporovana SQL klauzula "WITH’

Standardna konstrukcia zlozitejsich dotazov v jazyku SQL sa vicsinou nezaobide bez po-
uzitia doc¢asnych pomocnych tabuliek. Na tento tcel slizi najcastejSie prave spominané
klauzula "WITH’, ktord umoziiuje vytvorit pomocnu (abstraktni) tabulku s lokélnou
platnostou iba v aktuélnom dotaze. Tato konstrukcia je preto velmi uzitoéna a prefero-
vané v pripade priameho pouZitia len v nasledovnom (aktualnom) dotaze. Této konstruk-
cia sa v8ak dostala do standardu SQL az neskor a na mnohych starsich implementaciach
preto nie je podporovana ako napriklad na databaze beziacej na nasom serveri. Moz-
nym rieSenim je pouzitie konstrukcie 'CREATE TEMPORARY TABLE’, ktora vytvori

doc¢asnu tabulku platnu vSak po dobu celej transakcie. Pre ucely tohoto projektu toto



nebol az taky problém, avsak pri zlozitejsich dotazov modZze sposobit mensie problémy,

napr. koliziu identifikdtorov tabuliek.

5.2.2 Funkcia generate series()

Pri analyze Casov zdznamov sme potrebovali generovat vSetky diskrétne casy z neja-
kého intervalu. Pre tento 1ucel je v PostgreSQL Standardne implementovana funkcia ge-
nerate series(), ktora vie vygenerovat tabulku s usporiadanymi hodnotami z vybraného
intervalu pre rézne datové typy (zaroven umoznuje zvolit skok medzi vygenerovanymi dis-
krétnymi hodnotami). Starsia verzia, ktora bezi na serveri vSak podporuje tuto funkciu
len pre datovy typ 'Integer’. RieSenie, ktoré sme pouzili je nasledovné: Pre celociselnt re-
prezentéaciu ¢asu vyhovuje napr. UNIX timestamp. Pomocou generate series() sme teda
vygenerovali v8etky diskrétne ¢asy ako UNIX-ové timestampy a tie sme nasledne skon-
vertovali do klasického Tudského ¢asu, ktory sme potom pouzili pre spomenuté filtrovanie

vybranych tabuliek.

6 Zaver

Podarilo sa nam vytvorit zakladny podklad pre dalsiu analyzu nad vybranymi datami.
Zaroven sa nam podarilo najst mozné rieSenia pre niektoré vzniknuté problémy, z ktorych
mozno ¢erpat, pripadne sa nimi inSpirovat aj pri dalsej prace s databazou. Vyznam tohoto
projektu bola teda najmaé priprava na d alsiu analyzu databazy. Predmetom d'alsej analyzy
by mohla byt napriklad Statistika jednotlivych vysledkov merani ’ping’ a ’traceroute’.
Dalej je mozné rozsirit analyzu casov zdznamov a to napriklad o podrobnu analyzu vyvoja
pribidania zaznamov do tabuliek. V neposlednom rade by mohlo byt uzito¢né nejakym
sposobom automatizovat pripajanie sa k serveru a spustanie dotazov (napr. Shell script
a pod.).

Na zéaver este uvadzame odkaz na repozitar projektu:
https://github.com/wartyduke375626/DBanalysis


https://github.com/wartyduke375626/DBanalysis

Priloha A: Dokumenty popisujice analyzované tabulky

Table hosts

contains IP addresses that were used during respective measurements
- Primary key: ip_addr
- Number of rows: 77 225

Column ip_addr

the IP address of the host
- Type: cidr

- Nullable: NO

- Default value: not provided

Column rank_code

an integer value that references the type of the host specified in table h_types
- Type: integer

- Nullable: YES

- Default value: O

Column enter_date

the date when this entry was registered
- Type: timestamp without time zone

- Nullable: YES

- Default value: now()

Column source

the source this host was registered from
- Type: text

- Nullable: YES

- Default value: not provided

Column comment

optional comment on this entry
- Type: text

- Nullable: YES

- Default value: not provided

Output from psql \d command:

Table "public.hosts"

Column | Type | Collation | Nullable | Default
____________ g
ip_addr | cidr | | not null |
rank_code | integer | | (0]
enter_date | timestamp without time zone | | | now ()
source | text | | |
comment | text | | |
Indexes:

"hosts_pkey" PRIMARY KEY, btree (ip_addr)
Referenced by:
TABLE "dns" CONSTRAINT "dns_dns_serverl_fkey" FOREIGN KEY (dns_serverl) REFERENCES
hosts (ip_addr)



TABLE "dns" CONSTRAINT "dns_ip_addr_fkey"
ip_addr) ON DELETE CASCADE

TABLE "ping" CONSTRAINT
ip_addr) ON DELETE CASCADE

TABLE "source" CONSTRAINT "source_ip_addr_fkey"
hosts (ip_addr) ON DELETE CASCADE

TABLE "topology" CONSTRAINT "topology_ip_addr_fkey"

hosts (ip_addr) ON DELETE CASCADE

Sample (random 10 rows from table):

ip_addr

comment

82.208.151.245/32
128.138.238.174/32

222.83.
170.
170.
170.
170.
170.
170.
170.

81.
81.
81.
81.
81.
81.
81.

(10

25

68.

68

68.
68.
68.

68

68.

rows)

1.105/32
105/32
.108/32
115/32
118/32
123/32
.129/32
161/32

O O O O O ©O O © o o

2007-05-28
2007-05-28
2007-05-28
2007-05-28
2007-05-28
2007-05-28
2007-05-28
2007-05-28
2007-05-28
2007-05-28

FOREIGN KEY (ip_addr) REFERENCES hosts(

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

FOREIGN KEY (ip_addr) REFERENCES

26.
26.
26.
26.
26.
26.
26.
26.
26.
26.

256155
362139
726358
736267
747066
763333
771586
785091
801024
881526

lepos.
lepos.
lepos.
lepos.
lepos.
lepos.
lepos.
lepos.
lepos.
lepos.

source

fiit.
fiit.
fiit.
fiit.
fiit.
fiit.
fiit.
fiit.
fiit.
fiit.

stuba.
stuba.
stuba.
stuba.
stuba.
stuba.
stuba.
stuba.
stuba.

stuba.

sk
sk
sk
sk
sk
sk
sk
sk
sk
sk

"ping_ip_addr_fkey" FOREIGN KEY (ip_addr) REFERENCES hosts (

FOREIGN KEY (ip_addr) REFERENCES



Table h_types

contains descriptions of defined host types
- Primary key: rank_code

- Number of rows: 4

Column rank_code

the code of the host type
- Type: integer

- Nullable: NO

- Default value: not provided

Column rank

name of the host type
- Type: text

- Nullable: YES

- Default value: not provided

Column rank_description
description of the host type
- Type: text

- Nullable: YES

- Default value: not provided

Output from psql \d command:

Table "public.h_types"

Column | Type | Collation | Nullable | Default
------------------ oo oo oo
rank_code | integer | | not null |
rank | text | | |
rank_description | text | | |
Indexes:

"h_types_pkey" PRIMARY KEY, btree (rank_code)

Content (complete):

rank_code | rank | rank_description
___________ o o e o et o e mmmm o
0 | HOST | Ordinary host, details unspecified
1 | SUSPECT | Suspicious host, doing something strange
2 | SCANNER | Scanner host, sends various requests to us
3 | ATTACKER | Attacker host, tries to find and exploit some weakness

(4 rows)



Table ping

contains records from ping measurements
- Primary key: (ip_addr, ping_date)
- Foreign keys:
(ip_addr) references hosts(ip_addr)
- Number of rows: 84 869 803

Column ip_addr

the IP address of the host that was pinged
- Type: cidr

- Nullable: NO

- Default value: not provided

Column ping_rttmin
minimum ping time
- Type: real

- Nullable: YES

- Default value: not provided

Column ping_rttmax
maximum ping time
- Type: real

- Nullable: YES

- Default value: not provided

Column ping_rttavg
average ping time
- Type: real

- Nullable: YES

- Default value: not provided

Column ping_rttmdev

mean deviation of ping time
- Type: real

- Nullable: YES

- Default value: not provided

Column ping_ploss

the percentage of lost ping packets or an error code if negative value
- Type: integer

- Nullable: YES

- Default value: not provided

Column ping_date

the date when this entry was registered
- Type: timestamp without time zone

- Nullable: NO

- Default value: now()

Output from psql \d command:



Table "public.ping"

Column | Type | Collation | Nullable | Default
-------------- P
ip_addr | cidr | | not null |
ping_rttmin | real | | |
ping_rttmax | real | | |
ping_rttavg | real | | |
ping_rttmdev | real | | |
ping_ploss | integer | | |
ping_date | timestamp without time zone | | not null | now()
Indexes:

"ping_pkey" PRIMARY KEY, btree (ip_addr, ping_date)

Foreign-key constraints:

"ping_ip_addr_fkey"

CASCADE

Sample (random 10 rows from table):

ip_addr | ping_rttmin | ping_rttmax
ping_ploss | ping_date

____________________ B
213.201.221.162/32 | 21.855 | 22.505

0 | 2009-05-11 06:09:53.746052
218.186.12.10/32 [ |

100 | 2009-05-11 06:13:37.237716
221.3.131.66/32 | 402.034 | 409.939

0 | 2009-05-11 06:14:29.186345
217.153.56.221/32 | |

100 | 2009-05-11 06:12:22.969227
212.27.32.132/32 | 29.973 | 31.019

0 | 2009-05-11 06:06:41.589475
213.151.206.10/32 | |

-1 | 2009-05-11 06:08:44.01905
213.205.36.90/32 | |

100 | 2009-05-11 06:10:11.440789

217.67.18.105/32 | |

100 | 2009-05-11 06:11:28.109716
217.112.87.148/32 | 28.857 | 32.442
0 | 2009-05-11 06:11:31.710011
218.56.61.114/32 | 408.528 | 416.276
0 | 2009-05-11 06:12:40.986137
(10 rows)

ping_rttavg

406.506

30.384

29.353

412.281

ping_rttmdev

3.382

0.325

1.044

3.379

FOREIGN KEY (ip_addr) REFERENCES hosts(ip_addr) ON DELETE



Table topology

contains records from traceroute measurements
- Primary key: (ip_addr, t_date)
- Foreign keys:
(ip_addr) references hosts(ip_addr)
- Number of rows: 10 249 718

Column ip_addr

the IP address of the host that was traced
- Type: cidr

- Nullable: NO

- Default value: not provided

Column t_roundtrip

the latency for each hop from router to router
- Type: numeric[]

- Nullable: YES

- Default value: not provided

Column t_hops

the number of traceroute hops
- Type: integer

- Nullable: YES

- Default value: not provided

Column t_status
traceroute return status
- Type: character (1)

- Nullable: YES

- Default value: not provided

Column t_route

the IP addresses of routers the packet has gone
- Type: cidr[]

- Nullable: YES

- Default value: not provided

Column t_flags

through

flags set in between every two routers of traceroute

- Type: textl[]
- Nullable: YES

- Default value: not provided

Column t_comment

optional coment on this entry
- Type: text

- Nullable: YES

- Default value: not provided

Column t_date

the date when this entry was registered

- Type: timestamp without time zone

10



- Nullable: NO

- Default value: now()

Column t_yearweek

777
- Type: integer
- Nullable: NO

- Default value: not provided

Output from psql \d command:

Table "public.topology"
Column | Type | Collation | Nullable | Default

_____________ o m e e b
ip_addr | cidr | | not null |
t_roundtrip | numericI[] | | |
t_hops | integer | | |
t_status | character (1) | | |
t_route | cidr[] | | I
t_flags | text[] | | |
t_comment | text | | |
t_date | timestamp without time zone | | not null | now()

| | | |

t_yearweek integer
Indexes:
t_date)

"topology_pkey" PRIMARY KEY,

Foreign-key constraints:

btree (ip_addr,

"topology_ip_addr_fkey"
CASCADE

FOREIGN KEY (ip_addr) REFERENCES hosts(ip_addr) ON DELETE

Sample (random 10 rows from table):

ip_addr | t_roundtrip | t_hops | t_status |
t_route | t_flags | t_comment | t_date
| t_yearweek
------------------- oo o oo oo e
0.0.161.69/32 | | -1 | E |
2009-06-16 03:23:47.249628 |
68.87.215.162/32 | -1 | E
2012-01-08 13:05:40.106485 |
67.198.201.2/32 | -1 | E
2012-01-08 12:41:19.254521 |
70.50.96.70/32 | -1 | E
2012-01-08 13:39:56.51494 |
221.215.97.162/32 | {0.406,0.655,0.608} | 311 |

{147.175.98.1/32,147.175.1569.1/32,147.175.159.1/32} |
2010-07-31 05:22:08.807007

67.195.112.50/32

2012-01-08 12:39:53.716137

70.174.1.136/32

11

{ll "
s>

nn

,'H} |



2012-01-08 13:47:02.247543 |

147.175.99.38/32 | {0.424,1.766} | 2 | C |
{147.175.98.1/32,147.175.99.38/32} | L,y |
2009-06-19 04:34:50.182701 |
147.175.97.1/32 | {0.767} | 1] ¢C | {147.175.97.1/32}
| {""} | | 2009-06-19

04:34:21.349174 |
67.228.177.191/32 | | -1 | E |

2012-01-08 12:45:36.651379 |
(10 rows)
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Table source

contains information about IP addresses that were used as hosts during respective
measurements
- Primary key: (ip_addr, source_code)
- Foreign keys:
(ip_addr) references hosts(ip_addr)
- Number of rows: 77 323

Column ip_addr

the IP address of the host
- Type: cidr

- Nullable: NO

- Default value: not provided

Column source_code

an integer value that references the type of the source specified in table source_types
- Type: integer

- Nullable: NO

- Default value: not provided

Column source_ref

the number of entries registered by the source
- Type: integer

- Nullable: YES

- Default value: 1

Column source_date

the date when this entry was registered
- Type: timestamp without time zone

- Nullable: YES

- Default value: now()

Output from psql \d command:

Table "public.source"

Column | Type | Collation | Nullable | Default
------------- S
ip_addr | cidr | | not null |
source_code | integer | | not null |
source_ref | integer | | |1
source_date | timestamp without time zone | | | now ()

Indexes:
"source_pkey" PRIMARY KEY, btree (ip_addr, source_code)
Foreign-key constraints:
"source_ip_addr_fkey" FOREIGN KEY (ip_addr) REFERENCES hosts(ip_addr) ON DELETE
CASCADE

Sample (random 10 rows from table):

ip_addr | source_code | source_ref | source_date

69.59.137.140/32 | 0 1 2 | 2009-05-17 06:14:40.569369



83.141.21.166/32
74.6.17.189/32
91.127.219.176/32
217.175.237.230/32
78.106.207.69/32
78.98.69.203/32
82.99.30.57/32
147.175.195.36/32
93.97.170.15/32
(10 rows)

O O O O O O © O Oo

23
22
94
12
14

14

2009-05-11
2008-11-06
2011-10-23
2007-05-28
2008-04-09
2009-05-07
2008-11-11
2010-01-17
2009-04-28

06:

05

15:
142:
07:
19:
04:
06:
05:
04:
06:

28

00:
15:

15
52

15:
20:

56.
57.
143,
26.
35.
145,
142,
28.
20.

150909
404312
473966
281396
34683

224571
516294
432273
136141



Table source_types

contains descriptions of defined source types
- Primary key: source_code

- Number of rows: 3

Column source_code

the code of the source type
- Type: integer

- Nullable: NO

- Default value: not provided

Column source_type

name of the source_type
- Type: text

- Nullable: YES

- Default value: not provided

Column source_description
description of the source type
- Type: text

- Nullable: YES

- Default value: not provided

Output from psql \d command:

Table "public.source_types"

Column | Type | Collation | Nullable | Default
-------------------- oo oo
source_code | integer | | not null |
source_type | text | | |
source_description | text | | |

Indexes:
"source_types_pkey" PRIMARY KEY, btree (source_code)

Content (complete):

source_code | source_type | source_description

_____________ oo o e e e e o oo
0 | LOG | The host address apeared in our log files
1 | DNS | The host is DNS server
2 | TRACEROUTE | The host is a router

(3 rows)
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Priloha B: SQL dotazy pouzité pri analyze databazy

/* This script contains queries used in analysis of table structure. */

/* Count number of rows: x*/

SELECT count (*) FROM hosts;

SELECT count (*) FROM h_types;
SELECT count (*) FROM source;
SELECT count (*) FROM source_types;
SELECT count (*) FROM ping;

SELECT count (*) FROM topology;

/* Random sample of 10 rows - randomly filters 1% of rows and selects the first 10: x/
SELECT * FROM hosts WHERE random() <= 0.01 LIMIT 10;

SELECT * FROM source WHERE random() <= 0.01 LIMIT 10;

SELECT * FROM ping WHERE random() <= 0.01 LIMIT 10;

SELECT * FROM topology WHERE t_hops <= 3 AND random() <= 0.01 LIMIT 10;

/* Select all rows: */

SELECT * FROM h_types ORDER BY rank_code;
SELECT * FROM source_types ORDER BY source_code;
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/* Select IP addresses of all hosts except those contained in reserved subnets according
to: https://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml x/
SELECT h.ip_addr
FROM hosts h
WHERE NOT (
h.ip_addr <<= ’0.0.0.0/8’ OR h.ip_addr <<= ’0.0.0.0/32’ OR h.ip_addr <<= ~’
10.0.0.0/8”
OR h.ip_addr <<= ’100.64.0.0/10’ OR h.ip_addr <<= 2127.0.0.0/8’ OR h.ip_addr <<=
’169.254.0.0/16°
OR h.ip_addr <<= ’172.16.0.0/12° OR h.ip_addr <<= 2192.0.2.0/24° OR h.ip_addr
<<= 2192.88.99.0/24"
OR h.ip_addr <<= 2192.88.99.2/32’ OR h.ip_addr <<= ’192.168.0.0/16° OR h.ip_addr
<<= 192.0.0.0/24"
OR h.ip_addr <<= 2198.18.0.0/15’ OR h.ip_addr <<= 2198.51.100.0/24° OR h.ip_addr
<<= 2203.0.113.0/24°
OR h.ip_addr <<= ’255.255.255.255/32"
)5

/* Complementary query: */
SELECT h.ip_addr
FROM hosts h
WHERE h.ip_addr <<= ’0.0.0.0/8’ OR h.ip_addr <<= 20.0.0.0/32° OR h.ip_addr <<= ’
10.0.0.0/8”
OR h.ip_addr <<= 2100.64.0.0/10’ OR h.ip_addr <<= 2127.0.0.0/8° OR h.ip_addr <<=
’169.254.0.0/16°
OR h.ip_addr <<= ’172.16.0.0/12° OR h.ip_addr <<= 2192.0.2.0/24° OR h.ip_addr
<<= 2192.88.99.0/24°
OR h.ip_addr <<= 2192.88.99.2/32° OR h.ip_addr <<= ’192.168.0.0/16° OR h.ip_addr
<<= 2192.0.0.0/24"
OR h.ip_addr <<= 2198.18.0.0/15’ OR h.ip_addr <<= 2198.51.100.0/24° OR h.ip_addr
<<= ’203.0.113.0/24”
OR h.ip_addr <<= ’2255.255.255.255/327;

/* Select IP addresses of all hosts with at least 1 successfull ping record in table
ping or traceroute record in table topology: */
SELECT h.ip_addr
FROM hosts h
WHERE EXISTS (
SELECT =*
FROM ping p
WHERE h.ip_addr = p.ip_addr AND p.ping_ploss >= 0 AND p.ping_ploss < 100
) OR EXISTS (
SELECT =
FROM topology t
WHERE h.ip_addr = t.ip_addr AND t.t_status <> ’E’
)5

/* Complementary querry: */
SELECT h.ip_addr
FROM hosts h
WHERE NOT EXISTS (
SELECT *
FROM ping p
WHERE h.ip_addr = p.ip_addr AND p.ping_ploss >= 0 AND p.ping_ploss < 100
) AND NOT EXISTS (
SELECT *
FROM topology t
WHERE h.ip_addr = t.ip_addr AND t.t_status <> ’E’
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/* Conjunctio of both conditions
SELECT h.ip_addr
FROM hosts h
WHERE NOT (
h.ip_addr <<= 20.0.0.0/8
10.0.0.0/8”

OR h.ip_addr <<= ’100.64
’169.254.0.0/16°
h.ip_addr <<= ’172.16
’192.88.99.0/24°
h.ip_addr <<= 2192.88
’192.0.0.0/24°
ip_addr <<= ’198.18
’203.0.113.0/24
.ip_addr <<= ’255.25

OR
<<=
OR
<<=
OR h.
<<=
OR
) AND (
EXISTS (
SELECT *
FROM ping p
WHERE h.ip_addr
) OR EXISTS (
SELECT *
FROM topology t
WHERE h.ip_addr

)

/* Complementary query: */
SELECT h.ip_addr
FROM hosts h
WHERE h.ip_addr <<= ’0.0.0.0/8’
10.0.0.0/8”
OR h.ip_addr <<= ’100.64

’169.254.0.0/16°
h.ip_addr <<= ’172.16
’192.88.99.0/24°
ip_addr <<= ’192.88
’192.0.0.0/24°
.ip_addr <<= ’198.18
’203.0.113.0/24

OR
<<=
OR h.
<<=
OR
<<=
OR h.ip_addr <<=
UNION
SELECT h.ip_addr
FROM hosts h
WHERE NOT EXISTS (
SELECT =*
FROM ping p
WHERE h.ip_addr
) AND NOT EXISTS (
SELECT *
FROM topology t
WHERE h.ip_addr

/% % */

of valid hosts:

t.ip_addr AND t.t_status <>

%/

> OR h.ip_addr <<= ’0.0.0.0/32’ OR h.ip_addr <<= ’
.0.0/10° OR h.ip_addr <<= 2127.0.0.0/8° OR h.ip_addr <<=
.0.0/12” OR h.ip_addr <<= ’192.0.2.0/24° OR h.ip_addr
.99.2/32° OR h.ip_addr <<= 2192.168.0.0/16° OR h.ip_addr
.0.0/15” OR h.ip_addr <<= 2198.51.100.0/24° OR h.ip_addr

>

5.255.255/32"

p.ip_addr AND p.ping_ploss >= 0 AND p.ping_ploss < 100

t.ip_addr AND t.t_status <> ’E’

OR h.ip_addr <<= ’0.0.0.0/32° OR h.ip_addr <<= >’

.0.0/10? OR h.ip_addr <<= ’127.0.0.0/8’ OR h.ip_addr <<=
.0.0/12” OR h.ip_addr <<= 2192.0.2.0/24° OR h.ip_addr

.99.2/32° 0OR h.ip_addr <<= 2192.168.0.0/16’ OR h.ip_addr
.0.0/15? OR h.ip_addr <<= ’198.51.100.0/24° OR h.ip_addr

>

’255.255.255.255/32"

p.ip_addr AND p.ping_ploss >= 0O AND p.ping_ploss < 100

TE?

CREATE TEMPORARY TABLE valid_hosts AS (
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)

SELECT h.ip_addr
FROM hosts h
WHERE NOT (

h.ip_addr <<= ’0.0.0.0/8?

’10.0.0.0/8

OR h.ip_addr <<=
ip_addr <<=

OR h.ip_addr <<=
ip_addr <<=

OR h.ip_addr <<=

.ip_addr <<=

OR h.ip_addr <<=

.ip_addr <<=

OR h.ip_addr <<=

) AND (
EXISTS (
SELECT =

>

>

>

’100.64.0.0/10°
169.254.0.0/16°
’172.16.0.0/12°
192.88.99.0/24°
.88.99.2/32?
.0.0.0/24>
.18.0.0/15°
.0.113.0/24°

’192
2192
7198
7203
?255

FROM ping p
WHERE h.ip_addr =
ping_ploss < 100

) OR EXISTS (
SELECT =*

OR h.ip_addr <<=

OR h.ip_addr <<=

OR h.ip_addr <<=

OR h.ip_addr <<=

OR h.ip_addr <<=

.255.255.255/32?

FROM topology t
WHERE h.ip_addr =

’0.0.0.0/32”

’127.0.0.0/8?

’192.0.2.0/24>°

’192.168.0.0/16°

’198.51.100.0/24°

p.ip_addr AND p.ping_ploss >= 0 AND p.

t.ip_addr AND t.t_status <> ’E’

OR h.ip_addr <<=

OR h.

OR h.

OR h

OR h

SELECT (SELECT count (*) FROM valid_hosts)::float / (SELECT count (*) FROM hosts) * 100 AS

p_of_valid_hosts;

/* IP addresses of hosts that responded to all ping requests: */
SELECT h.ip_addr
FROM hosts h

WHERE NOT EXISTS (

)

SELECT *
FROM ping p

WHERE h.ip_addr = p.ip_addr AND (p.ping_ploss < O OR p.ping_ploss

/* Complementary query: */
SELECT h.ip_addr

FROM hosts h

WHERE EXISTS (

SELECT *
FROM ping p

WHERE h.ip_addr = p.ip_addr AND (p.ping_ploss < O OR p.ping_ploss
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/* This script contains queries used to determine time intervals in which no entry was
registered. Since th eserver runs PostgreSQL version 8.1.9 which does not support
function generate_series(timestamp), generate_series(integer) is used instead (

interpreted as UNIX timestamp) and then converted to timestamp. */

/* Dates of first entry for tables hosts, ping and topology: */

SELECT min(enter_date) FROM hosts; /% 2007-05-28 19:00:23 = 1180371623 (UNIX) =/
SELECT min(ping_date) FROM ping; /* 2001-01-01 05:27:23 = 978323243 (UNIX) =x/
SELECT min(t_date) FROM topology; /* 2009-06-16 03:23:46 = 1245115426 (UNIX) =/

/* Dates of last entry for tables hosts, ping and topology: */

SELECT max(enter_date) FROM hosts; /* 2013-07-01 03:57:53 = 1372651073 (UNIX) */
SELECT max(ping_date) FROM ping; /* 2013-07-01 04:51:03 = 1372647063 (UNIX) =*/
SELECT max(t_date) FROM topology; /* 2013-07-01 08:40:02 = 1372660802 (UNIX) */

/* Days when no host was recorded. */
CREATE TEMPORARY TABLE all_days_hosts AS (
SELECT to_timestamp(generate_series)::date AS day
FROM generate_series (1180371623, 1372651073, 86400) /* 86400 = day length in seconds
*/
)

/* Note: generate_series() generates timestamps inbetween min and max time found out in
previous queries. The generation step is of 86400 seconds which is the exact day
length in seconds.

This means it will generate all days contained within the [min, max] interval,
inclusive. This attribute is then cast to date type which will extract the day
part of the timestamp. */

SELECT a.day
FROM all_days_hosts a
WHERE NOT EXISTS (
SELECT *
FROM hosts h
WHERE h.enter_date::date = a.day
)

/* Complementary query. */
SELECT a.day
FROM all_days_hosts a
WHERE EXISTS (
SELECT =*
FROM hosts h
WHERE h.enter_date::date = a.day
)

/* Days when no ping entry was registered. */
CREATE TEMPORARY TABLE all_days_ping AS (
SELECT to_timestamp(generate_series)::date AS day
FROM generate_series (978323243, 1372647063, 86400) /* 86400 = day length in seconds
*/
)5

SELECT a.day
FROM all_days_ping a
WHERE NOT EXISTS (
SELECT *
FROM ping p
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WHERE p.ping_date::date = a.day
)5

/* Complementary query. */
SELECT a.day
FROM all_days_ping a
WHERE EXISTS (
SELECT =
FROM ping p
WHERE p.ping_date::date = a.day
)5

/* Days when no topology entry was registered. x/
CREATE TEMPORARY TABLE all_days_t AS (
SELECT to_timestamp(generate_series)::date AS day

FROM generate_series (1245115426, 1372660802, 86400) /* 86400

*/
)

SELECT a.day
FROM all_days_t a
WHERE NOT EXISTS (
SELECT =
FROM topology t
WHERE t.t_date::date = a.day
)5

/* Complementary query. */
SELECT a.day
FROM all_days_t a
WHERE EXISTS (

SELECT *

FROM topology t

WHERE t.t_date::date = a.day
)5
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